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Modeling and Selecting Optimal Features for Machine Learning
Based Detections of Android Malwares

Kye Woong Lee" - Seung Taek Oh™ - Young Yoon™

ABSTRACT

In this paper, we propose three approaches to modeling Android malware. The first method involves human security experts for
meticulously selecting feature sets. With the second approach, we choose 300 features with the highest importance among the top 99%
features in terms of occurrence rate. The third approach is to combine multiple models and identify malware through weighted voting. In
addition, we applied a novel method of eliminating permission information which used to be regarded as a critical factor for distinguishing
malware. With our carefully generated feature sets and the weighted voting by the ensemble algorithm, we were able to reach the highest
malware detection accuracy of 97.8%. We also verified that discarding the permission information lead to the improvement in terms of
false positive and false negative rates.
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Fig. 1. Feature Extraction Based on Static Analysis Tools

Table 1. Feature Categories and Top 99% Frequent Features

Extracted by | Top 99% Features
ID Features Human in Terms of
Experts Occurrences
F1 Permission 34 295
F2 API 67 7652
F3 Dex header 21 21
F4 | Broadcast Receiver 7 20
F5 Service 3 16
Total 132 8004
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Table 2. Frequency of Different Permission Settings

Frequency

Permission Malicious Benign

(3,000) (4,000)
INTERNET 3381 2902
READ_PHONE_STATE 3220 1163
WRITE_EXTERNAL_STORAGE 2921 1330
ACCESS_NETWORK_STATE 2656 1908
ACCESS_WIFL_STATE 1802 501
WAKE_LOCK 1729 705
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Fig. 3. Top 20 Features Excluding Permissions
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